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Goals Today
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You get a call from your [CIO/IT Manager/Helpdesk] stating 
that we need to shut down all IT systems and computers 
because we’re having IT issues.

Inject #1 – Day 0
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• Do you respond to the researcher?

• What should be done to contain this incident?

• Should any communications go out?

Prompt
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DFIR Consultant starts negotiations with Threat Actor.

Initial ransom amount is $930,000.

There is also “Proof of Exfiltration.”

Inject #4 – Day 4
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• What should the team do?

• Has insurance been notified? Should they? 

• Should any business partners be notified? 

• Who? How do you know they have to be notified? 

• Should any internal parties (e.g. employees) be notified? 

• Should you pay the ransom?

Prompt
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Recovery activities show that backups have been corrupted. 

Threat Actors state that $50,000 is too low. They do not 
budge on their ransom demand.

Inject #5 – Day 5

13

14



4/10/2024

8

| icemiller.com

• Is there a change in the consideration on the ransom?

• What should the team do?

Prompt
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Threat Actors accept a counteroffer of $175,000.

Inject #7 – Day 7
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• How do you facilitate payment for this?

• From where?

Prompt
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The organization is contacted by a reporter through its 
standard help line inquiring about the organization being a 
victim of a ransomware attack. The reporter cites a 
confidential source. 

Inject #8 – Day 10
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• Should the organization engage the reporter? 

• Are there any concerns about the researcher's report? 

• What are public affairs concerns? 

• Who is responsible for coordinating the public message? 
Is this process a part of any established plan?

• What information should be shared with the public? 
Employees? 

Prompt
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Recovery is mostly complete. 

Analysis shows that all file shares were impacted.

Inject #10
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• What does the organization do with this new information?

• How does the organization treat notification obligations?

Prompt
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• “Hotwash”

• Lessons Learned

• Modifications to IRP

• Changes in the organization

The End
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